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Abstract: The industrial sector in Myanmar stands at a pivotal juncture, facing the dual
challenges of modernizing legacy infrastructure and integrating into the global digital
economy. This paper proposes a framework for the implementation of Networked Control
Systems (NCS) integrated with Cloud Computing as a transformative strategy for the
nation's industries. Traditional industrial control systems in Myanmar are often isolated,
manually intensive, and lack real-time data analytics capabilities, leading to

NCS—where sensors, actuators, and controllers communicate over a network—with the
vast computational and storage resources of the cloud, presents a paradigm shift. This
architecture, often termed the Cloud-Enabled Networked Control System (CENCS),
promises enhanced scalability, remote monitoring and maintenance, predictive analytics,
and significant cost reduction. However, this implementation is not without challenges in
the Myanmar context. This paper provides a comprehensive analysis of the technological
framework, its potential benefits for key Myanmar industries (e.g., manufacturing,
agriculture, energy), and a critical examination of the significant barriers, including
infrastructural limitations, cybersecurity concerns, and a nascent skilled workforce.
Finally, it proposes a phased implementation roadmap and policy recommendations
tailored to the unique socio-economic and technological landscape of Myanmar, aiming
to guide stakeholders in harnessing Industry 4.0 technologies for sustainable industrial
growth.
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1. INTRODUCTION

Myanmar's industrial sector, a critical
component of its economic development, is primarily
characterized by traditional manufacturing processes,
agricultural processing, and resource extraction. Many
facilities rely on aging, standalone control systems—
such as Programmable Logic Controllers (PLCs) and
Supervisory Control and Data Acquisition (SCADA)
systems—that operate in isolation. These systems lack
interoperability, real-time data exchange, and advanced
analytical  capabilities, resulting in suboptimal
production efficiency, high downtime, and an inability to
compete in the international market [1-4].

The global Fourth Industrial Revolution
(Industry 4.0) is built upon the integration of cyber-
physical systems, the Internet of Things (IoT), and cloud
computing. At the heart of this transformation are

Networked Control Systems (NCS), where control loops
are closed through communication networks. When
combined with Cloud Computing, these systems evolve
into intelligent platforms capable of centralized data
aggregation, sophisticated analytics, and remote,
scalable control [5-10].

This paper explores the potential of
implementing Cloud-Enabled NCS (CENCS) in
Myanmar. It argues that a strategic adoption of this
technology can leapfrog traditional industrial
development stages, driving unprecedented efficiency,
productivity, and innovation. The study will outline a
proposed  architecture, analyze  sector-specific
applications, address critical implementation challenges,
and provide a pragmatic roadmap for stakeholders in the
Myanmar industry [11-15].
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The core problem is the technological lag in Myanmar's

industrial operations, which results in:

e Low Productivity: Inefficient processes and
manual data collection.

e High Operational Costs: Energy inefficiency and
reactive maintenance leading to costly downtime.

e Lack of Agility: Inability to adapt quickly to market
changes or customize products.

e Poor Competitiveness: Inability to meet the data-
driven and efficiency standards of international
supply chains.

This paper aims to:

e Propose a practical CENCS architecture
suitable for Myanmar's current and near-future
infrastructure.

e Analyze specific applications and benefits for
key Myanmar industries.

e Conduct a detailed critical analysis of
implementation challenges.

e Propose a phased roadmap and policy
recommendations for stakeholders.

This study focuses on the manufacturing, agri-
processing, and energy sectors. It acknowledges that the
proposed solutions may not be immediately applicable to
the smallest SMEs due to cost constraints but provides a
trajectory for gradual adoption. The paper assumes a
gradual improvement in national internet infrastructure.

This paper explores the potential of
implementing Cloud-Enabled NCS (CENCS) in
Myanmar. It argues that a strategic adoption of this
technology can leapfrog traditional industrial
development stages, driving unprecedented efficiency,
productivity, and innovation. The study will outline a
proposed  architecture, analyze  sector-specific
applications, address critical implementation challenges,
and provide a pragmatic roadmap for stakeholders in the
Myanmar industry.

2. NCS and Cloud Integration
2.1. Networked Control Systems (NCS)

An NCS is a spatially distributed system where
sensors, actuators, and controllers communicate with
each other over a wired or wireless network to perform
control tasks. Unlike traditional point-to-point wiring,
NCS offers greater flexibility, reduced installation costs,
and easier system reconfiguration.

2.2. Cloud Computing Models for Industry

o Infrastructure as a Service (IaaS): Provides
virtualized computing resources over the internet.
Factories could host their control servers on cloud
infrastructure, reducing upfront hardware costs.

e Platform as a Service (PaaS): Offers a
development and deployment environment in the
cloud. This allows engineers to develop and deploy
custom control algorithms and monitoring
applications without managing the underlying
infrastructure.

o Software as a Service (SaaS): Delivers software
applications over the internet on a subscription
basis. This is ideal for SCADA systems,
Manufacturing Execution Systems (MES), and
Enterprise Resource Planning (ERP) systems
accessible from anywhere.

2.3. Proposed Cloud-Enabled NCS (CENCS)

Architecture for Myanmar

A feasible architecture for Myanmar's industries would

involve a hybrid approach:

1. Edge Layer: On the factory floor, PLCs, sensors,
and actuators form a local network (using protocols
like Modbus, PROFINET, or  wireless
Zigbee/LoRaWAN). An Edge Gateway device
performs essential real-time control and data
preprocessing to minimize latency and bandwidth
usage.

2. Fog/Cloud Layer: Preprocessed data is transmitted
securely via the internet (4G/LTE, or fiber where
available) to a national or regional cloud platform.

3. Cloud Platform: The cloud hosts:

e Data Lakes for storing massive historical
operational data.

e  Analytics Engines for running machine learning
algorithms for predictive maintenance,
optimization, and energy management.

e Remote HMI (Human-Machine Interface)
allows managers and engineers to monitor and
supervise operations from a central office or
remotely.

e Centralized Controller for non-time-critical
control decisions and long-term strategy
execution.

This architecture balances the need for low-
latency control at the edge with the need for powerful,
scalable analytics in the cloud.

Implementation and Analysis

The NCS works with a network, therefore the
data transfers between the controller and the remote
system will induce network delays in addition to the
controller processing delay. Fig.3 shows the delay model
of NCSs. As discussed earlier this model represent the
direct structure in which the Dbest controller
communicates with sensor and actuator over the
network.
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Fig. 1: Delay model of Networked Control System for Performance Analysis

The signal takes some amount of time to
transmit the data from sensor to controller and controller
to actuator. In other words, the delay appears when
exchange data activity between sensors, actuators, and
controllers through the networks. This dynamic activity
will affect the performance of control system designed
without considering it and even stability of the system.
Besides, the signal processing and computational delays
that depending on the scheduling protocol should be
taken. The amount of time delay taken by signal for
transmission depends upon communication network
protocol. The total time delay in NCSs is classified in
three sections as discussed in [16-17].

e Data transfer delay between sensors to
controller, 7;¢.
e Computational delay generated at the

controller, 7.

e Data transfer delay between controllers to
actuator, 7;°.

where k indicates the number of time instants

(k=1,2, ... n).

The communication delay is the sum of two
components i.e. sensor to controller 77 and controller to
actuator 7" . The control delay is the sum of the
computational delay and the communication delay.
G=r g (1)

The direction of the data transfer as the sensor to
controller delay 7;° and the controller to actuator delay
73" can be seen in Fig.3. The delays are computed as
Z‘YC:TCS_ZSC (2)

,[ca:,[rs_,[ce (3)

where 7% the time instant that the remote
system encapsulates the measurement to a frame or a
packet to be sent, 7° is the time instant that the controller
starts processing the measurement in the delivered frame
or packet, 7°° is the time instant that the main controller
encapsulates the control signal to a packet to be sent, and
7% is the time instant that the remote system starts
processing the control signal. In fact, both network
delays can be longer or shorter than the sampling time
Ts. The control delay can be fixed or variable.

Designing of the system with variable control
delay is more complicated rather than fixed control
delay. The sampling period of sensor is denoted by Ts
and that of controller and actuator is denoted by Tc.
According to the sampling rates, the networked control
system is classified in two categories (i) Single-rate
NCSs (ii) Multi-rate NCSs.

Definition 1:

When the sampling periods of the sensor,
controller and actuator in networked control systems are
the same then such NCSs is called single-rate networked
control systems.

Definition 2:

If the sampling periods of the sensor, controller
and actuator in networked control systems are different
then such NCS is called as multi-rate networked control
systems. Single-rate NCSs model is consider in the

paper.
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Figure 2: SIMULINK Model for Cloud-based NCS with MPC

el =

40 T T
20

Yy
o

=20

-4

=
w
2
=
m
2

5

u,
o

time [5]

Figure 3: Control Input and Output without MPC
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Figure 5: Control Input and Output with MPC (2)

Figure.3 illustrates the Control Input and
Output without MPC. The three inputs are applied to the
NCS and the output responses could not accurate the
reducing delay effects because the MPC is not used in
that system. Figure.4 demonstrates the Control Input and
Output with MPC (1). Figure.5 mentions the Control
Input and Output with MPC (2). Those two results

confirm that the MPC could reduce the delay effects in
the NCS for longer communication period for industrial
communication purposes.

Figure.6 shows the typical simulation result
with a sampling period of 10 milliseconds.
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* Figure 6: Simulation Results of Wireless NCS (Sample Period 10s)

As the sampling period is increased to 20ms, the
simulation results of the model show more overshoot
than the earlier result. Figure.7 shows the Simulation
Results of Wireless NCS (Sample Period 120s). From
these results, the sampling rate can degrade the system
performance. Wireless NCS design is implemented in the
following three areas: (1) control system analysis and

design; (2) network architecture, protocol and
scheduling; and (3) experimental and simulation studies.
The impact of NCSs on traditional large-scale system
control methodologies is also analysed, and the realistic
outcomes from the analyses are achieved for real-world
applications.
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Figure 7: Simulation Results of Wireless NCS (Sample Period 120s)

3. CONCLUSION

Modern networked and cloud control systems
connect devices to the internet, allowing us to manage
distributed environments more efficiently. This can
revolutionize industries and improve user experiences by
integrating various communication protocols and IoT
devices for real-time data collection and remote control.
These systems use data to make predictions and optimize
control strategies. Cloud integration is vital for
scalability and processing power for data-intensive tasks.
Balancing edge and cloud processing ensures responsive
control systems, and collaboration among experts is
crucial for maximizing their potential. Overall, these

systems merge technology and innovation to change how
we interact with and control our surroundings. The
performance analysis on MPC for NCS was presented in
this article. For the analytical procedure for performance
analysis on MPC, the total network—induced delay could
be reduced because the controller killed the unwanted
signals. It was shown that the most significant
differentiating factor was the “nature” of the delay i.e.
whether the delay is constant or time—varying. Usual
misconceptions regarding the modelling for the time—
varying cases were highlighted. Delay decomposition
was proposed which results in models well-suited for
control synthesis using established robust control
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techniques, without any requirement for a priori
information about the probability distributions of
network—induced delays. The control function could
meet the zero level mean squared errors in the control
input. The performance of MPC could be the best
solution for using in NCS for industrial applications.
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